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CIRCL

• CIRCL is the national Computer Security Incident Response Team
(CSIRT) for the Grand-Duchy of Luxembourg

• CIRCL is operated by SMILE, a State funded ”groupement
d’intérêt économique” (GIE), designed to improve information
security and create new opportunities for Luxembourg
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CIRCL Statistics

• CIRCL started as a fully operational national CSIRT team in
October 2010
◦ In 2011, we processed more than 4500 events for the past 12 months
◦ More than 220 technical investigations and analysis were conducted in

2011
◦ In 2013, we processed 35958 events and conducted more than 1006

technical investigations

• The increase of attacks can be explained by the improved reporting
process but also the growing attack surface
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Statistics

• The attacks can be separated in 3 main categories (time allocated
in 2013):
◦ Cybercriminals (financial objective) - (50%)
◦ Government-supported attackers1 (information objective) - (40%)
◦ Cyberactivists (political or ”fun” objective) - (10%)

• There are more than 230 ”official” operational intelligence
agencies2 worldwide and the Snowden leaks are just a small part of
a single intelligence agency in US

• But what these organizations are really doing against companies,
citizens and journalists? How do they proceed?

1Between 2011 and 2013, the increase is significant
2http://en.wikipedia.org/wiki/List of intelligence agencies
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A small advertising...
http://www.youtube.com/watch?v=R63CRBNLE2o

http://www.youtube.com/watch?v=R63CRBNLE2o


Governmental grade malware

• HackingTeam3

◦ Based in Milan (Italy)
◦ 40+ employees, on 6 continents, used by several dozen countries 4

◦ Malwares names: Crisis, DaVinci, Morcut, Remote Control System
◦ Operating Systems: Windows, Mac, Linux
◦ Mobile Devices: iOS, Android, Windows Mobile, Blackberry, Symbian

• Gamma International GmbH5

◦ Based in Munich (Germany)
◦ Bypass 40 Antivirus 6

◦ Malware name: Finfisher, Finspy
◦ Operating Systems: Windows, Mac, Linux
◦ Mobile Devices: iOS, Android, Windows Mobile, Blackberry, Symbian

3http://www.symantec.com/connect/blogs/crisis-advanced-malware
4http://www.wired.com/threatlevel/2013/06/spy-tool-sold-to-governments/
5https://citizenlab.org/storage/finfisher/final/fortheireyesonly.pdf
6http://wikileaks.org/spyfiles/files/0/289 GAMMA-201110-FinSpy.pdf



Use Cases

• 2011 - Egypt, human rights activists - Gamma 7

• 2011 - UAE, Ahmed Mansoor, human rights activist -
HackingTeam, VUPEN 8

• 2012 - Bahrain, human rights activists - Gamma

• 2012 - Morocco, journalists (Mamfakinch) - HackingTeam

• 2013 - FinFisher Command&Control servers detected in Bahrain,
Brunei, the Czech Republic, Ethiopia, Indonesia, Mongolia,
Singapore, the Netherlands, Turkmenistan, and the United Arab
Emirates (UAE)9

• CIRCL analyzed some similar cases targeting journalists but also
citizens

7https://www.f-secure.com/weblog/archives/00002114.html
8https://citizenlab.org/2012/10/backdoors-are-forever-hacking-team-and-

the-targeting-of-dissent/
9https://citizenlab.org/2012/08/the-smartphone-who-loved-me-finfisher-

goes-mobile/



What should I do to limit the risks of such attack?

• Dedicate a browser for your sensitive activities (e.g. web banking
or alike)

• Disable unused plugins and use NoScript or similar trusted add-ons
in your browser

• Use a bootable CD/USB like tails10 to access suspicious sources

• Keep an eye on your laptop (e.g. use unique stickers to cover
screws) and don’t leave it unattended

• Think twice before doing an action on Internet (e.g. open
suspicious URLs, inserting USB keys, open document from
unknown sources)

10https://tails.boum.org/

https://tails.boum.org/


What about your other laptop?



What about your other branded laptop?



Can you trust the GSM network?



A mobile phone is a computer with tracking
capabilities but what can I do?

• SMS can be intercepted not only on the mobile network but at
various places in the network

• End-to-end encrypted11 instant messaging can provide better
security than mobile communications

• If you really need SMS, TextSecure12 can provide an additional
layer of security including storage

• If you cannot used secure instant messaging, RedPhone or
Discretio13 can be an alternative on mobile phones

11https://securityinabox.org/en/pidgin_main
12https://whispersystems.org/
13https://www.discretio.com/
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Do you trust ”your” USB devices?

• Is this a mouse or a mouse with an additional keyboard?
• Additional keyboard (with pre-encoded actions)14 in a mouse for

20,- EUR
14http://www.irongeek.com/i.php?page=security/

programmable-hid-usb-keystroke-dongle
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http://www.irongeek.com/i.php?page=security/programmable-hid-usb-keystroke-dongle
http://www.irongeek.com/i.php?page=security/programmable-hid-usb-keystroke-dongle


Exchanging documents over USB?

• USB keys are exchanged between people all the time and are a
major infection vector

• We developed CIRCLean15 to provide a concrete solution to this
issue

15https://www.circl.lu/projects/CIRCLean/
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https://www.circl.lu/projects/CIRCLean/


Contact

• info@circl.lu

• https://www.circl.lu/

• OpenPGP fingerprint: CA57 2205 C002 4E06 BA70 BE89 EAAD
CFFC 22BD 4CD5

• Found suspicious documents? Do you need a custom training for
your journalists in the (battle)field? Don’t hesitate to contact
CIRCL
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